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POLL 1: HAVE YOU EVER WORKED ON CYBER
INSURANCE PRODUCTS?

* Yes
* No




RISE OF CYBERCRIME

Did you know about the deadly WannaCry ransomware attack? It was one of the
most severe worldwide cyberattacks, caused by the WannaCry cryptoworm
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Origin of the attack
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- The attack originated in Asia and then
spread across the world

More than 230,000 computers were affected across 150 countries




RISE OF CYBERCRIME

Did you know about the deadly WannaCry ransomware attack? It was one of the
most severe worldwide cyberattacks, caused by the WannaCry cryptoworm

Description of the attack

WannaCry cryptoworm encrypted In return, the users were asked for a
the data and locked the users out of ransom of $300 - $600 which has to
‘the target systems be paid via bitcoin

Both private and government organizations were hit.Nissan and Renault had to put their business on hold.




RISE OF CYBERCRIME

In February 2019, Dunkin’ Donuts announced that the users of their rewards
program were targeted by a credential stuffing attack. In such an attack, users'
credentials are stolen
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The user's first and last name,
and email ID's were stolen

Hacker

Personal Identifiable information stolen.




TYPE OF CYBERATTACKS

Malware Denial Of

Attack Service

Attack

SQOL Man 1n the

Injection middle
Attack attack

Social
Engineering
Attack

Password
Attack




POLL 3: WHICH OF THE FOLLOWING DO YOU
KNOW LEAST ABOUT?

* Malware Attack

* Denial of Service Attack
* Social Engineering Attack
* SQL Injection Attack

* Man in the middle attack

» Password Attack




ATTAC K Malware refers to malicious software, viruses, ransomware, and worms. Trojan

virus is also a form of malware that disguises itself as a legitimate software




MALWARE
ATTACK

It gets into a system when the user clicks on suspicious links or downloads

attachments or uses an infected pen drive. It then obtains all the information
from the client’s system

User opens links or uses a
corrupted pen drive

User i
User's system gets corrupted




SOCIAL
ENGINEERING
ATTACK

It is the art of manipulating people so that they end up giving their confidential

information. It is broken down into 3 categories:
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Phishing Attack Spear Phishing Attack Whaling Phishing Attack



PHISHING
ATTACK

Phishing attack is a practice wherein the hacker usually sends fraudulent emails,
which appear to be coming from a trusted source. It is done to install malware or
to steal sensitive data like credit card information, and log in credentials

User opens the mail with the
attachment and unknowingly
downloads the virus

Phishing Attack -
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User's system gets affected



SPEAR
PHISHING
ATTACK

Spear Phishing is a variation of Phishing. Here, the attacker targets a

specific individual or a

group of people
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Spear Phishing
Attack

»

Hacker identifies
a victim

Hacker then sends a
targeted legitimized
looking email
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Unaware of this, the
victim opens the
‘email which has

Now, hacker steals data
from the victim's
computer



Q Whaling Phishing attack is a type of attack that specifically targets wealthy,
TTA C K L powerful and prominent individuals

I\

Whaling Phishing
Attack



M I D D LE This attack is also known as eavesdropping attack. The attacker hijacks a
session between the client and the server

Client-server communication "1-,. iy et

Server

Client

£ ST RS L



S E RVI C E A Denial of Service attacks’' motive is to flood systems and networks with traffic to

exhaust its resources and bandwidth. By doing so, it is unable to cater to

Q TT n C K legitimate service requests




SQL
INJECTION
ATTACK

In a database driven website, the hacker manipulates a standard SQL query.

Malicious code is inserted into a SQL server to obtain information

Malicious code inserted into a SQL server Q




PASSWORD
ATTACK

Brute force attack - every possible combination

A, a, Aa, AAAA, aaaa, B, b....

Dictionary attack - common passwords

1234, ABCD...... J




ACTIVE

N ETWO R K In an active attack the intruder attempts to disrupt the network’'s normalcy,

modifies data and tries to alter the system resources

ATTACK

Receiver

Message is modified




N ETWO R K In passive attack, the intruder intercepts data traveling through the network.
Here, the intruder eavesdrops but does not modify the message

ATTACK

Receiver

Message is read by
the attacker



CYBER SECURITY

Cyber Security refers to the practice of protecting networks, programs, computer
systems, and their components from unauthorized digital access and attacks

Cyberattack Cyber Security



CYBER
SECURITY
AND
INFORMATION (A Ll
SECURITY

Cyber Security and Information Security are different from one another




POLL4: DO YOU KNOW THE VALUE OF YOUR
DATA?

* Yes
* No




POLL5: DO YOU KNOW WHERE YOUR DATA IS ?

* Yes
* No




POLL6: DO YOU KNOW WHO0 HAS THE ACCESS TO
YOUR DATA ?

* Yes
* No




POLL7: DO YOU KNOW WHO IS PROTECTING THE
DATA ?

* Yes
* No




POLL 8: DO YOU KNOW HOW TO RESPOND IN
CASE THE DATA IS COMPROMISED ?

* Yes
* No




ANSWER THESE
5 KEY
QUESTIONS

gle

Do you know value of your data ?

Do you know where your data 1s?

Do you know who has access to this data?

Do you know who is protecting the data ?

Do you know how to respond in case data is
compromised ?



LIFECYCLE OF A DATA BREACH

Breach Detected

Flrst Party Costs

* [T detects unusual
activity,

¢ Learn from third party

* Law Enforcement
* PCI

+ Media

+ Consumer

+ "Grey Hat"

* Common Point of
Purchase analysis.

* Trigger Incident
Response set forth In
Incident Response
Planning Document /
Policy

Company notifies
cyber insurer of breach
and requests
assignment of Breach
Counsel. Breach
Counsel facilitates
communications going
forward to protect
Attorney-Client
Privilege.

Forensics / Data
Analysis

Breach Response

Breach Counsel retains
Independent computer
forensics consultant to
determine scope and
extent occurrence and
detect evidence of data
exfiltration / unauthorized
access to sensitive data.
Investigation also must
analyze any impacted data
to determine whether
Impacted data triggers
legal obligations.

If consumer notlification
obligations are triggered
and/or credit monitoring Is
required by applicable law,
Breach Counsel retains
vendor to notify impacted
class and facllitate credit
monitoring and call center.
Some laws reguire Media
MNotice.

Some laws require notice
to Consumer Reporting
Agencies.

In certain cases (inter alia, PHI,
Financial Institutions and
breaches Impacting a certain
magnitude of consumers),
Breach Counsel will also notify
applicable federal or state
regulators, Regulators may
pursue formal regulatory
investigations relating to the
occurrence, Counsel is
retained.

*If appropriate breach counsel
and third party defense
counsel can be two differant
law firms.

Payment Card Industry

If credit card information (s
compramised, the Payment
Card Industry (PCI) Investigates
and levies fines, penalties and
ossessments against the
company and mandates
remediation, Breach counsel
works with payment card
processors to defend the
company's Interest in response
to the PCI brands contractual
actions,
* Be mindful of the Master
Services Agreement
* PCl Forensic Investigator
{PF1).

Third Party Litigation

Following notification, there
are attempts by Plaintiffs to
file litigation alleging negligent
failure to properly protect
personal iInformation causing
third porty damages, Defense
counsel Is retained to defend
the cllent In privacy litigation.
*If appropriate breach counsel
and third party defense
counsel can be two different
law firms,

Apply constitutional standing
snalysis as first defense,

Source:RSA




POLL: HAVE YOU EVER HEARD OF NATPETYA
ATTACK?

* Yes
* No




STANDALONE CYBER POLICY COVERAGE

Third Party Other Benefits

* Incident Response/ Crisis * Broad coverage for failure to « “Other Insurance” Clause may
Management Costs protect data make professional liability policy
* Forensics /IT/ Datg Recovery . vjicarious liability coverage for primary
:3 SYBWIIE ARSI D L S vendors (Business Associates, * Preserves Errors & Omissions
IScovery Tech Providers (Saas, PaaS, policy limits for professional
* Legal etc) Liability claims rather than data
. e ' ' breaches
Notification / Call-center - Regulatory fines & penalties -
« Public Relations o . « Cyber policies generally have
. . * Civil & Class Action Defense lower deductibles
* Business Interruption / ) ’
Contingent Business « "Primary / noncontributory
Interruption language is being added to some

cyber policies to avoid coverage

» Digital Extortion disputes

Source:RSA



POSSIBLE
MEASURE

F




CRITERIA FOR EXPOSURE

Strength of Degal

Simplicity Auditability relationship to Stability

losses Determinability




MAJOR COVERAGES

PRIVACY LIABILITY NETWORK CYBER EVENT
SECURITY LIABILITY RESPONSE



FOCUS: PRIVACY LIABILITY COVERAGE

Losses : Damage, Bad exposure Possible Measures :
Defense Costs and measures : Harm Class Size or
Fines Caused, Preventive related proxy

measures




CLASS SIZE

01

Two types: Service

providers(Employees)
and Service
receivers(Customers)

02

Customers uniquely
identified and those
not uniquely
identified .

03

Employee vs
customer class size




ACTUARIAL
CHALLENGES
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Data and standardization issues

No geographical Limitation

Network risk from External
Perspective

The Human element



ACTUAR'AL \/ Correlation of attacks
CHALLENGES

A Actuarial Paradox

%: Cyber Catastrophe

####  Technology Evolution and Silent
mnmi Coverage



QUESTIONS AND ANSWERS



